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why community care

LGBTQIA+ scholars have always had to be a care-based network for each other - then and now

Rollback of LGBTQIA+ civil rights for all 

Suppression of educational materials dealing with LGBTQIA+ and intersectional knowledge

Defunding of LGBTQIA+ resources, healthcare, community spaces on and off campus

Criminalization of many parts of academic life and scholarly personhood

General climate of bullying and intimidation of vulnerable folks in person and online
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threat models

A threat model is a list of the most probable threats to your security and privacy endeavors. Since it's impossible to protect 
yourself against every attack(er), you should focus on the most probable threats. In computer security, a threat is an 
event that could undermine your efforts to stay private and secure.

Focusing on the threats that matter to you narrows down your thinking about the protection you need, so you can choose 
the tools that are right for the job.

Creating Your Threat Model

To identify what could happen to the things you value and determine from whom you need to protect them, you should 
answer these five questions:

1. What do I want to protect?
2. Who do I want to protect it from?
3. How likely is it that I will need to protect it?
4. How bad are the consequences if I fail?
5. How much trouble am I willing to go through to try to prevent potential consequences?
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Personal Digital 
Safety Page #

GLAAD’s guide to helping LGBTA be more safe online
https://glaad.org/smsi/lgbtq-digital-safety-guide/

Beyond Pride Month: Protecting Digital Identities For 
LGBTQ+ People

https://www.eff.org/deeplinks/2024/07/beyond-pride-mont
h-protecting-digital-identities-lgbtq-people
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Personal Digital 
SafetyTeam Name Page #

American Association of University 
Professors: Digital Security tips 
https://www.aaup.org/digital-security-resou
rces
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Digital surveillance
Team Name Page #

Surveillance Technology Oversight Project 
https://www.stopspying.org/

iPhone security settings: 
https://ssd.eff.org/module/how-to-get-to-know-iphone-privacy-and-s
ecurity-settings

Android Security Settings
https://ssd.eff.org/module/how-to-get-to-know-android-privacy-and-
security-settings

“
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Personal Safety: borders
Page #

Borders: get ready for your crossing
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immigration support

International students/faculty - get to know legal services in 
your city/state as soon as possible. 

U.S. citizens - protect your students and faculty  - make 
support plans in advance and have a travel buddy/ tracker.
 
Legal service clinic locator: 
https://www.immigrationadvocates.org/nonprofit/legaldirectory/

Lawyers for Civil Rights: PROVIDES FREE LEGAL ADVICE 
FOR IMMIGRANTS FACING IMMINENT THREATS CALL 
617-988-0606 OR 
EMAILHOTLINE@LAWYERSFORCIVILRIGHTS.ORGMORE
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Campus free speech
Team Name Page #

Protest Surveillance Safety https://www.stopspying.org/protest

Know your rights, ACLU: https://www.aclu.org/know-your-rights

Surveillance Technology Oversight Project Protest tips 
https://www.stopspying.org/protest
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academic freedom

American Association of University Professors
Academic Freedom Field Guide 
https://www.aaup.org/academic-freedom-field-guide

If you are facing a threat to academic freedom on your 
campus, you can also reach out to the staff at the AAUP’s 
Department of Academic Freedom, Tenure, and 
Governance (academicfreedom@aaup.org). DAFTG 
responds to queries from AAUP members and 
non-members, and provides advice regarding 
Association-supported principles and standards.
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doxxing 

“Doxing (or doxxing) is the internet-based practice of 
researching, documenting, and broadcasting PII (private or 
personally identifiable information) about an individual or 
organization to harass and traumatize activists. Additionally, 
such attacks can also be accompanied by physical 
violence, intimidation, psychological harassment, 
weaponized unreality, and disinformation about an 
individual and/or a movement—all of which have serious 
implications for our livelihoods and safety.”
–Equality Labs, “De-Doxing Guide for Activists” 

AAUP’s anti-doxxing info 
https://www.aaup.org/dox-defense-resources

Digital Defense: Doxx Yourself (see what info you have 
online and how to protect/change it)
https://digitaldefense.noblogs.org/doxx-yourself/

Library Freedom Project: Anti-doxxing zine 
https://libraryfreedom.org/resources/

Emergency steps to take if you’ve been doxxed: 
https://onlineviolenceresponsehub.org/doxxing-emergency
-steps-to-take

ACLU’s doxxing suggestions: 
https://www.aclu.org/news/free-speech/some-steps-to-defe
nd-against-online-doxxing-and-harassment

https://translifeline.org/wp-content/uploads/2025/02/EQUALITY-LABS-ANTI-DOXING-GUIDE-FOR-ACTIVISTS-3.0.pdf
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self-defense

Look for local/regional queer-led self defense classes. If you 
don’t have them, consider helping start one with your local 
LGBTQIA  center/group + a queer martial arts expert

Practice, practice, practice! Self defense techniques work 
best when they’re done so often they become muscle 
memory. Practice with your friends and attend self defense 
courses multiple times.

Intro to Self Defense Zine by Soar Over Hate

Self Defense Study Guide for Trans Women (content 
warning, discusses violence)

Self Defense Starter Kit by Malikah

https://drive.google.com/file/d/16RoymwB5_Pk89kiaMYGoVuZ7s12BXQGP/view?usp=drive_link
https://www.soaroverhate.org/zines
https://drive.google.com/file/d/15U1TuBngEiGpu_gVZtockmcAChC8z9mq/view?usp=sharing
https://drive.google.com/file/d/1k6OYjDNA8_vIi9lOuZ0M-PxUb9AYYuXF/view?usp=drive_link
https://www.malikah.org/programs
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upstanding
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academic upstanding

Conference Upstanding


